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Article 1

Introductory provisions

(1) The Cyber Security Manager (hereinafter referred to as the “CS Manager”; cyber security
hereinafter referred to as “CS”) at Tomas Bata University in Zlin (hereinafter referred to as
“TBU”) ensures the tasks arising from the duties to be accomplished as part of the job
position of the Cyber Security Manager in compliance with Act No. 264/2025 Coll., on
Cyber Security (hereinafter referred to as “Cyber Security Act”) and related legal
regulations.

(2) The job position of the CS Manager at TBU may be occupied by a TBU employee or
provided through an external entity — a natural person or a legal entity.

(3) The CS Manager is assigned to the Security Office of TBU in accordance with
the Organisational Rules of the TBU Rectorate. However, the CS Manager performs their
duties independently, is not bound by instructions from the Head of the Security Office of
TBU in matters falling within their professional remit, and is authorised to submit the results
of their work, findings and recommendations directly to TBU management. In performing
their duties, the CS Manager shall act in accordance with the requirements of applicable
legislation and internal regulations applicable at TBU.

(4) The CS Manager is authorised to communicate with regulatory authorities in the field of
cyber and information security, in particular with NUKIB and GovCERT.CZ/CSIRT. CZ.

(5) The individual terms used in this internal regulation are listed in the document entitled
‘Glossary of Cyber Security Terms’, which is available on the TBU website in the Cyber
Security section.
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Article 2
Rights and responsibilities of the CS Manager

(1) The CS Manager is responsible for ensuring and managing the implementation of cyber and
information security projects and programmes approved by the Committee for CS in
compliance with instructions given by the TBU Rector, and that in a manner enabling that
TBU’s information and communication infrastructure provides services in this area in
accordance with the current legislation applicable to the field of cyber and information
security.

(2) The CS Manager is responsible for creating, enforcing and ensuring the ISMS, from
research and analyses through continuous testing of prevention up to the elimination of
consequences and assessment of cyber incidents at TBU.

(3) The CS Manager is responsible for creating internal regulations as well as for enforcing and
ensuring that internal regulations related to the CS topic are updated.

(4) The CS Manager cooperates during the identification of the current scope and completeness
of information on assets, identification of sources, and during the process of proposing of
ways and means to be used to add the missing information.

(5) The CS Manager is responsible for ensuring TBU’s ability to implement security measures
(organisational and technical) imposed by the Cyber Security Act and for a timely and
economical implementation of such measures.

(6) The CS Manager shall continuously analyse the development of the ISMS and assess
the cyber risks identified, the cyber security events detected and the cyber incidents
detected; and shall submit a report on the above to the Committee for CS. The report shall
also include proposals for mitigation of unacceptable risks and proposals for changing
the priorities of security projects, and that regularly every six months.

(7) The CS Manager is entitled to determine:

a) the scope and limitation of the ISMS (with regard to assets and organisational security),
where the CS Manager shall determine which organisational parts and technical
elements are covered by the ISMS;

b) a unified methodology for identification and assessment of assets and a methodology
for setting of criteria related to risk acceptability;

c) aims of continuity of activities and a strategy (plan) for management of continuity of
the following activity, including the standardisation of cyber and information security
processes;

d) operational rules and procedures for the ISMS;

e) a Risk Management Plan listing the aims and benefits of the security measures adopted
for risk management, including the designation of the person authorised to ensure
the implementation of security measures.

(8) The CS Manager cooperates during the approval process of binding regulations applicable
to the selection, unification and systemisation of technical and software tools of information
technology at TBU.



Internal Regulations of Tomas Bata University in Zlin

(9) In the case of projects related to information systems, usually when implementing a new
system or when updating/upgrading a system already in operation, the CS Manager shall:

a) discuss the organisation of inspections of stages of specific performance types;

b) decide, in cooperation with the system integrator, on the preparation of test data and on
the organisation of security testing;

c) be informed about the test and verification operation and stress tests;

d) participate in the preparation and organisation of the acceptance procedure.

(10) The CS Manager checks the formulation of the terms and conditions of public tenders as
regards the factual aspect (including small-scale public tenders) for the construction and
modernisation of TBU’s information and communication systems or for the acquisition of
supplies or services whose components may affect CS at TBU in terms of cyber security
standards and provides assistance to the contracting authority in tender procedures related
to dealing with CS-related issues; a more detailed regulation may be specified in separate
TBU internal rules.

(11) The CS Manager cooperates during the process of managing of risks, of the risks’ scope
and impact.

(12) The CS Manager coordinates the management of cyber incidents.

(13) The CS Manager submits a proposal for the implementation of a security measure to
the Committee for CS for assessment. Following its deliberation, the Committee for CS
shall recommend to the Rector that the implementation of the security measure be
approved. The supporting documents consist of information from monitoring and
supervisory systems, the expert opinion of the CS Manager, and any instructions or
decisions issued by NUKIB.

(14) The CS Manager provides/is in charge of:

a) detection of cyber security events,

b) preparation of Asset and Risk Assessment Reports, Risk Management Plan and
Applicability Statement, to be submitted to the Committee for CS,

c) regular risk assessment related to suppliers, performing of checks on the implemented
security measures concerning the services provided and remedy of the identified
deficiencies,

d) updates to the ISMS and to the relevant documentation according to the results of audits
or significant changes and assessment of suitability and effectiveness of security
measures,

e) updates to the Asset and Risk Assessment Report, the Security Policy, the Risk
Management Plan and the Security Awareness Development Plan,

f) preparation of supporting documents for the implementation of reactive measures issued
by the NUKIB and for the implementation of security measures (organisational and
technical),

g) cooperation during the CS control audits carried out by NUKIB and during their
analysis.

(15) The CS Manager shall prepare a Security Awareness Development Plan and inform
the Committee for CS of this Plan.
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(16) The CS Manager coordinates measures aimed to raise security awareness within TBU,
including staff training on cyber and information security.

(17) The CS Manager supervises the establishment of rules for suppliers (provision of
instructions aimed to assure information security during the creation, assessment,
selection, management and termination of supplier relationships in the field of information
and communication technologies) from the perspective of meeting the requirements set in
the Cyber Security Act and in the implementing regulations.

(18) The CS Manager shall provide regular reports to the TBU management on the current
status of the ISMS, on security incidents, on identified non-conformities and on
insufficient effectiveness of security measures.

(19) The CS Manager regularly communicates with the TBU management.

Article 3
Competences of the CS Manager

(1) The CS Manager is entitled to request that the Committee for CS should issue statements
and express opinions on:

a) the acceptability/unacceptability of identified cyber security risks, including
the determination of a still acceptable level of risk and the setting of a limit of funding
to be used for elimination of unacceptable risks,

b) priorities for the implementation of security measures and of the security projects
proposed,

c) designation of persons authorised to perform the roles of asset guarantors,

d) implementation of basic identification of assets.

(2) The CS Manager is entitled to request that the guarantors of primary assets should process
and submit:

a) information on the purpose of the system and on the conditions of its operation,

b) identified primary assets and their risks,

c) assessment of the acceptability of such risks by setting the security parameters (levels)
of services provided by the system.

(3) The CS Manager is entitled to request that the guarantors of supporting assets and
administrators should do the following:

a) identify supporting assets and their risks,
b) assess the acceptability of such risks, including the possibility of risk transfer,
c) assess the efficiency of cyber security measures.



Internal Regulations of Tomas Bata University in Zlin

Article 4
Final provisions

This Directive repeals and replaces Rector’s Directive No. SR/7/2023.

Version of document

Date Version Changed Description

29 June 2026 01 Legal Services Creation of document

This English version of the internal regulation is provided for informational purposes only and
is not legally binding. It may not fully correspond to the Czech version of the document.




